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Design Principle

Description

Secure Communications

Hob S

The manufacturer should consider how the device would interface
with other devices or networks. Interfaces may include hardwired
connections and/or wireless communications. Examples of interface
methods include Wi-Fi. Ethernet. Bluetooth. USB, ete.

The manufacturer should consider design features that validate all
inputs (not just external) and take into account communication with
devices and environments that only support less secure
communication (e.g., a device connected to a home network or a
legacy device).

The manufacturer should consider how data transfer to and from the
device is secured to prevent unauthorized access, modification, or
replay. For example. manufacturers should determine: how the
communications between devices/systems will authenticate each
other; if encryption is required: how unauthorized replay of
previously transmitted commands or data will be prevented: and if
terminating communication sessions after a pre-defined time is
appropriate.

Data Protection

E[fo

The manufacturer should consider if safety-related data that is stored
on or transferred to/from the device requires some level of
protection such as encryption. For example. passwords should be
stored as eryptographically secure hashes.

H E3

The manufacturer should consider if confidentiality risk control
measures are required to protect message control/sequencing fields
rin communication protocols or to prevent the compromise of
cryptographic keying materials.

Device Integrity

=

The manufacturer should evaluate the system-level architecture to
determine if design features are necessary to ensure data non-
repudiation (e.g.. supporting an audit logging function).

The manufacturer should consider risks to the integrity of the device
such as unauthorized modifications to the device software.

N

\
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\
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The manufacturer should consider controls such as anti-malware to
prevent viruses, spyware, ransomware, and other forms of malicious
code of being executed on the device.

User Authentication

&AL 215

The manufacturer should consider user access controls that validate
who can use the device or allows granting of privileges to different
user roles or allow users access in an emergency. Additionally. the
same credentials should not be shared across devices and customers.
Examples of authentication or access authorization include
passwords, hardware keys, or biometrics, or a signal of intent that
cannot be produced by another device.

The manufacturer should establish and communicate a process for
implementation and deployment of regular updates.

The manufacturer should consider how operating system software,
third-party software. or open source software will be updated or
controlled. The manufacturer should also plan how to respond to
software updates or outdated operating environments outside of
their control (e.g. medical device software running on an unsecure
operating system version).

Software Maintenance

AT EQO

P EE

The manufacturer should consider how the device will be updated
to secure it against newly discovered cybersecurity vulnerabilities.
For example, consideration could be given to whether updates will
require user intervention or be initiated by the device and how the
update can be validated to ensure it has no adverse effect on the
safety and performance of the device.

The manufacturer should consider what connections will be required
to conduct updates and the authenticity of the connection or update
through the use of code signing or other similar methods.

The manufacturer should consider controls to prevent an
unauthorized person from accessing the device. For example,

Physical Access controls could include physical locks or physically restricting access
= E- I-I I—I T ports, or not allowing access with a physical cable without
E — B ILrequiring authentication.

. The manufacturer should consider design features that will allow the

Reliability and . . = T )

. device to detect. resist, respond and recover from cybersecurity
Awailability

attacks in order to maintain its essential performance.

Principles and Practices for Medical Device Cybersecurity, IMDRF(2020)
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